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IS375 Group 5 Project
Document: Steps taken to complete project

Task 1: Initial assessment

Our domain is: grp5is375.edu

Role FQDN IP Static IP?

Domain Controller Grp5srv.grp5is375.edu 192.168.100.1 Yes

Server Core MyServerCore.grp5is375.edu | 192.168.100.20 Yes

Win7 Bea-PC.grp5is375.edu 169.254.163.130 No
(dynamic)

Static IP for Server Core: 192.168.100.2

CLI command:
netsh interface ip set address "local area connection"
static 192.168.100.20 255.255.255.0 192.168.100.1

Task 2: Customize your Default Domain GPO
Default Domain policy "Grp5 Default Domain Policy"

2.1 Under computer configuration
Account policies:

Password policy Settings Account lockout policy Settings

¢ Enforce password history: 5 e Account lockout duration: an indefinite length
e Maximum password age: 15 days of time

e Minimum password age: 5 days. * Account lockout threshold: 3 invalid logon

e Minimum password length: 7 attempts

¢ Passwords must meet complexity e Reset account lockout count after: 60 minute
requirements: enabled

Explain in your report the effects of the Account lockout policy setting:

The account lockout duration setting affects the user login to prevent unauthorized access to the domain
and to ensure the user is valid. This set of policies will only allow each user three invalid attempts to log
in. After three invalid attempts within 60 minutes, the user will be permanently locked out until the
administrator resets the user’s password. The counter that keeps track of invalid logon attempts resets
after 60 minutes.

Other settings:

Security rights and options settings:

¢ Allow all Domain Users the right to be able to add workstations to your domain
e Enable “disconnect users when logon hours expire”

Explain in your report what each setting does:
-Allow all Domain Users the right to be able to add workstations to your domain



- This setting will allow all users within the grp5is375 group to add a computer to the domain.
-Enable “disconnect users when logon hours expire”
- With this policy is enabled, the user will be forcibly logged off when their logon hours expire.

Under /administrative templates/system/group policy:

e Change the group policy refresh interval for computers to 30 minutes with 20 minutes
variations

e Change the group policy refresh interval for Domain controllers to 3 minutes with a 2 min
variations

Explain in your report what each of the above settings does:
-Change the group policy refresh interval for computers to 30 minutes with 20 minutes variations
- Specifies how often Group Policy for computers is updated while the computer is in use (in the
background). This policy specifies a background update rate only for Group Policies in the
Computer Configuration folder.
-Change the group policy refresh interval for Domain controllers to 3 minutes with a 2 min variations
- Specifies how often Group Policy is updated on domain controllers while they are running (in the
background). The updates specified by this policy occur in addition to updates performed when
the system starts.

DNS Policy Settings:
 Refer to Fig. 6-13 on page 222, complete Activity 6-7.
e In step 7, enter the following DNS suffix names: is375.edu, isdept.is375.edu.

e Get screen shot at step 10, and a screen shot at step 13. Include both in your report
[&+] Administrator: C:\Windows\system32\cmd.exe
C:sUsers~Administrator?ipconfig ~all

Windows IP Configuration

Host Hame . . . . . . . - - = grphSRU
Primary Dns Suffix . . - - = grphis3d?5 . edu
Hode Tuype . . - . . . . - = Hybhrid

IP Routing Enahled. . . . - - - = No

WINS Proxy Enabled. . . . . . _ . = HNo

DNE Suffix Seawrch List. . . . . . = is37h.edu

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description . . . . . . . . . . . : Intel 21148-Based PCI Fast Ethernet Adapt
» (Emulated?

Physical Addre - . . * BB-B3-FF-B8-EE-1C

DHCP Enahbled. C e e . - = No

Autoconf iguration Enabled . . . . = Yes

IPub Address. . . . . . . . . . . & 28@1:db8:8765:4321: :2(Preferredd

Link-local IPu6 Addre - - - . * feBB@::48%9b:6ch3:48fa:844d»10(Preferred?

IPud4 Address. . . . . . - = 192 _168.10808.1(Preferredd

Subnet Mask . . . . . . - = 255.255.255.8

Default Gateway . . - . . . . . . = 2881:db8:8765:4321::1

.8.8.8

DHNE Servers . . . . . . . . . . . =
.6.8.1
NetBIOS over Tcpip. . . . . . . . I Enabled

Tunnel adapter Local Area Connection#* 8:

Media State . . . . . . . . . . . & Media disconnected

Connection—specific DN§ Suffix H

Description . . . . . . . . . . . & isatap.{21E7FD19-1675-4EB?-BE18-055046353
3A4>

Physical Address. . . . . . . . . : BP-BO-BP-BP-B0-00-B6-E@

DHCP Enabled. . . . . . . . . . . = N

futoconfiguration Enabled . . . . =

Tunnel adapter Local Area Connectionx= 12:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix . =

Description . e e e - - = - = BT04 Adapter

Physical Addre - e - = . - . . © BB-DO-B0-BH-BH-B6-BB0-EB
DHCP Enabled. . . . . . . - - - = No

fAutoconfiguration Enabled . . . . =

C:slserssAdministrator?>



[~ Admiinistrator: C:\Windows\system32\cmd.exe

C:xUzereCorefAdmnin>ipconfig ~all
Windows IP Configuration

Host Name

Primary Dns Suffix
MNode Type

IP Routing Enahled
WINS Proxy Enabled

DNS Suffix Search List

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description
(Emulated)

IPv4 Address. .
Subnet Mask
Default Gateway
DNS Seruvers

MetBIOS over Tcpip

Tunnel adapter Local Area Connection:
Media State
Connection—specific DNS Suffix

Description
6FF>

Myseryercore
grpbis3d?5 edu
Hybprid

No

No
grphis3d?5 edu

: Intel 21148-Based PCI Fast Ethernet Adapt

PB-@3-FF-82-EE-1D
No

Yes
fe8A::54f6:f7e?:622f : 7hEx2(Preferred)
192.168.100.28(Preferred)
255.255_255.8

192.128.1900.1

fecB:B:@:FFFFz:11

fech: FFFFoz201

fecB:@:0B:FFFF-:3u1

Enahled

Media disconnected
izsatap.{C1B38054-124E-41F5-863C-BE22336E9
AB-00-A-AB-BA—AE-PB-EA

: No

C:xUzereCorefAdmin>_

2.2 Under User configuration

* Enable “Don’t run specified Windows applications” and disallow “notepad.exe” to be

executed on client stations
e Enable “Prevent access to registry editing tools”
e Disable “Windows automatic update”

e Disable “Programs and Features” tool in the control panel

e Disable Help and Support menu in the Start menu

Task 3: Create an OU structure like the following for your virtual network.

First level: grp50U1, grp50U2, grp50U3
Second level: grp50U11 within grp50U1

Populate each OU with at least 5 user accounts, using the naming format: grp50U5User#

For all user accounts in Grp50U3, request password to be changed at next logon.

For all user accounts in Grp50U2, enforce logon hours to be Monday through Friday from 8am to 5pm.
For all user accounts in Grp50U11, enforce logon hours to be Monday through Thursday from 1pm to
6pm.
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Task 4: Create a RODC on your server core VM (SCVM), while you full server 2008 DC VM
(DCVM) is running. Follow the steps as described in Activity 6-20 on Page 251 of the text. Be sure to use
your SCVM’s name correctly.

1) Allow at least 5 minutes for your SCVM and DCVM to replicate the AD.
2) View AD users and computers on your SC, is it identical to primary DC (PDC)? Make a screen
shot comparison and include them in your report.

-create dnsserver
™1 Windows Server Core - Windows Virtual PC

Action = Tools = Ctrl+Alt+Del
I+ Administrator: G:\Windows\system32\cmd.exe

NUsershadministrator>netsh interface
'192.168.1680.1

ipv4 add dnsserver "local area connection

sUserssadministrator>ipeonfig ~sall
lindows IP Configuration

Host Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.

MyServerGCore

Mo

: Hybrid
; Mo

thernet adapter Local

Connection—specific

Description . . . .

{Emulated>

Physical Address. .

DHCP Enabled. . . .

Autoconfiguration En

Link-local IPv6 Address

IPv4 Address. . . .
Subnet Mask . . . .
Default Gateway . .
DNS Servers . . . .
MetBIOS over Tcpip.

Area Connection:

DNS Suffix

abled

unnel adapter Local Area Connection:

Media State . . . .
Connection—specific
Description . . . .
>

Physical Address. .
DHCP Enabled. . . .
Autoconfiguration En
unnel adapter Local

Media State . . .
Connection—specifi
Description . . .
Physzical Address.
DHCF Enabled. . .

c
Autoconf iguration En

DNS Suffix . :

abled :

DNS Suffix .

abled .

Intel 21148-Based PCI Fast Ethernet Adapt

A8-A3-FF-@2-EE-1D

Mo

Yes
feB8B::ed4c:678bh:924ee56x2(Preferred>
192.168.10808.28(Preferred>
255.255.255.8

192 .168.180.1

192.168.188.1

Enabled

Media disconnected
isatap.{FD482148-01C4-42CE-AF8D-D4B85A2FC|
A3-A0-0A-AA-A0-AR-AA-E6

Mo
Yes

Area Connection® 3:

Media disconnected

Teredo Tunneling Psewdo-Interface
A2-AA-54-55-4E-@A1




C=sUzeprssadministrator>whoami
myservercoresadministrator

C=sUzeprssadministrator*netdom join ““myservercore sdomain:grp5izd?S.edu sUserD:g

rphizs3?5 . eduvadministrator APasswordD:PEsswordl®
The computer needs to he restarted in order to complete the operation.

The command completed successfully.

-shutdown /r /t0

Uind ws Server 2088 domain controllers have a new more secure default for the se

vy setting named “"Allow cryptography algorithmns compatible with Windows NT 4
.E." Th1 setting prevents Microsoft Windows and non—Microsoft SMB “'clients' fro
m using weaker NI 4.8 style cryptography algorithms when establishing security c
hannel sessions against Windows Server 2088 domain controllers. As a result of t
his new defau

iced by Windos
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D NGIUUEN RS |1 s ahlecancelForonsInstal 1=No
Passward=
RebootonCompletion=No
ReplicabomainDNSName=grp515375. edu
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3) Turn off your PDC. Use a new domain user account to logon to your domain on Win 7. Can you
logon? Explain. Capture a screen shot on Win 7 to show the result.

(Server 2008) and leave RODC running, we are able to log in Win7.

If we turn off PDC

Action ¥ Usi Tools » Ctrl+Alt+Del

grp50U2userl
Sticky Notes

% Snipping Tool
,ajj_;/? Paint
« KPS Viewer
& Windows Faxand Scan
% Remate Desktop Connection

Devices and Printers
Q“ Magnifier :

Default Programs

.d'j Notepad Help and Support

»  AllPrograms

[[5earch programs and files [Shutdown | = |

Documents

Pictures

509PM | |

w3 i)
0 nam a

4) Turn off both your PDC and RODC. Use a new domain user account to logon to your domain on
Win 7. Can you logon? Explain. Capture a screen shot on Win 7 to show the result.

We cannot log on into Win7 because our PDC (Server 2008) and RODC (Server Core) are turned
off.

grp50U2user1 @grp5is375.edu

g Ty il
5 available to servicethel L}.JJU:'HQ |
| 2



5) After 4) is completed, turn on your PDC.

If we turn on PDC (Server 2008) then we can login to Win7.

g" ‘Windows 7 - 32 Bit - Windows Virtual PC

Action = USE Tools = Chrl+Alt+Del

Calculator

grp501
Sticky Motes

Documents
% Snipping Tool

Pictures
,ujjﬁ Paint
« KPS Viewer
@f Windows Fax and Scan

| Panel

% Remote Desktop Connection

Devices and Printers
Q" Magnifier )

Default Programs
"d’j Motepad Help and Support

» All Programs

| Search programs and files m

Music

nputer




Task 5: Create 3 folders on your PDC, naming format: Grp5+share#

Populate each folder with several sample .txt files.

Make all domain users to have read and write permissions to access Grp#share3.

1o x]
m 1~ Computer - Local Disk (C2) = project = ~ [ [searcn ‘
File Edit Wew Tools Help
Organize * = Viens v [27]Open 33 Share (7]
Faverite Links Mame = -| Date modified | ~| Ty |-l size [+|7ees -]
| grpSshare1 128/2011 12:23... File Folder
[E pocuments | arpSshare2 12/8/2011 12:23... File Folder
IE) Fictures |11 grpsshare3 12/8/2011 12:23... File Folder
B Music
IH searches -
I Pubic Generl | Sharng Securty | Previous Versions | Customize |
Object name: ~ C:\project\grpSshare3
Group or user names:
2, CREATOR OWNER
82, 5YSTEM
82, Administrators (GRP5IS375\Administrators)
82 Users (GRP5IS375\Ussrs)
To change pemissions, click Edi.
Pemissions for Users Alow Deny
Modfy =
Read & exscute
List folder conterts
Read
Wite v
Special permissions =
Folders . E.é{axud pemissions or advanced setiings, Advanced
Leam about access control and permissions

oK

cancel |

Apoly

Task 6: Create the following security groups with the Naming
“OUforGroups” to contain the following groups created.

e Domain local groups: Grp5LocalGroup1, 2
e Global groups: Grp5GlobalGroup1, 2

Populate Grp5GlobalGroupl with the first 3 user accounts fr

format, and Create an OU called

om each OU.

Populate Grp5GlobalGroup?2 with the last 2 user accounts from each OU.

il
S TE| Lophtlobaliroupd Progerties S|
Gorwal Waars | Unrbor 04 | Maragad By | Gorers Mty | Mo OF | Margn By |
Mamtens: Merbery.
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Task 7: Create GPOs and Apply a GPO to an OU.
Create a “GPO for OU1”, and “GPO for OU3”. Link “GPO for OU1” to OU1; “GPO for OU3” to OU3.

E Group Policy Management

N [=] 9
3 File Action View Window Help ‘;Iilil
&= 5zl H

E Group Policy Management

= _ﬁ Faorest: grp5is375.edu 9 U3
=l (25 Domains Linked Group Policy Objects | Group Policy Inher'rtancel Delegation I
El #3 grpSis375.edu | Enforced | Link Enabled | GPO Status | WMI Fiter
w4 Grp5 Default Domain Fol 1 A GPO for OU3 Yes Yes Enabled
|2 | Domain Controllers
2] grpSis375.edu
& (371 aro50U1

Link Order = | GPO

Maone

Record in your report how you have completed this step.
To complete this step we went to "Group Policy Management," then we found the folders "Grp50U1"
and "Grp50U3." On the folders we did a right click and selected "Create a GPO in this domain, and link it

here..."; once it creates the GPO we rename it to “GPO for OU1” to OU1; “GPO for OU3” to OU3. Finally
on the GPO Linked Group Policy Objects we did a right click and enforced them.

Draw a diagram and show how GPOs will be executed on each OU.

Gp5is375.edu




Task 8: Edit “GPO for OU1”
Use the following settings:

e Enable “Programs and Features” tool in the control panel

H Group Policy Management Editor

File Action View Help

=10l x|

&= 2mlE= 1

|7

_%J' GPO for QU1 [grpSSRY.grpSis375.
[= i Computer Configuration

_| Polides

_| Preferences
=1 4#, User Configuration

[ | Policies
| Software Settings
Windows Settings
Administrative Templat
| Control Panel

| Add or Remove
| Display

[npezpe|
0 e )

Hide "Programs and
page

Display Properties

Requirements:
At least Windows Vista

Description:
This setting prevents us
accessing Programs an

Features” Setting

Hide "Set Program Access and Computer Defaults”™ page
Hide "Get Programs” page

Hide "Installed Updates™ page

Hide "Programs and Features” page

Hide the Programs Control Panel

Hide "Programs and Features" page Properties

Setting | Explain I Comment I

2]

view, uninstall, change,

H_ Printers programs that are curre
_| Programs the computer. ﬁ Hide "Programs and Features" page
| Regional and Li

| Desktop If this setting is disablec

= Network configured, "Programs " Not Corfigured

. be available to all users
~| Shared Folders (¥ Enabled
| startMenu and Ta! | This setting does notpr 1~ Disabled

| System using other tools and m I

timimetall mrnarame Tz

e Document menu is removed from the Windows Start menu

File  Action

=10l x|

View Help

L YEEIEIEN ISR

_Ej GPO for QU1 [grp5SRY.grp5is375.1 B Start Menu and Taskbar
[=] ¢l Computer Configuration
J Polices Remove Documents icon from Start _Sefting = -]

| PrEfE"E”CES_ Menu Prevent users from moving taskbar to another screen dock locz
= User Configuration Prevent users from rearranging toolbars

= P‘o.ll?sesfm Set Display Properties Prevent users from resizing the taskbar
T "
‘J- O. are e _ngs i : Remove access to the context menus for the taskbar
“| windows Settings Requirements: )
| Administrative Templat At least Microsoft Windows 2000 Remove All Programs list from the Start menu
B [ Control Panel Description: Remove and prevent access to the Shut Down, Restart, Sleep,

| Add or Remove | Removes the Documents icon from the Remove Balloon Tips on Start Menu items

| Display
| Printers
| Programs
| Regional and Li
| Desktop
1 Network
| Shared Folders
| StartMenu and Ta:
| System
| Windows Compone
. 1 All Settings
| Preferences

|

Start menu and its submenus.

This setting only removes the icon. It
does not prevent the user from using
other methods to gain access to the
contents of the Documents folder.

Mote: To make changes to this setting
effective, you must log off and then log
an,

Also, see the * Remove Documents icon from Start Menu Propel

on the desktop

Ef Remove Documents icon from Start Menu

Setting | Explain I Comment I

Remove Clock from the system notification area

Remove common program groups from Start Menu
Remove Default Programs link from the Start menu,
Remove Documents icon from Start Menu

i=| Remove Drag-and-drop context menus on the Start Menu
Remove Favorites menu from Start Menu

Remove frequent programs list from the Start Menu

|i=| Remove Games link from Start Menu

el 3|

= Not Configured
" Enabled

Extended ' Disabled




e Enable Help menu in the Start menu

Group Policy Management Editor = | Dlll

File Acton View Help
e 2| G| NENER 7 Nocl 5. 4
~| Windows Settings ;I B Start Menu an skbar
=[] Administrative Tem;
% [ | Control Panel

Setting ~

Remove Help menu from Start

J NPftwmk Menu i| Remove Favorites menu from Start Menu
\J- Zrln::rs . ) Remove frequent programs list from the Start Menu
j \Jsd " ‘ Display Properties Remove Games link from Start Menu
Indows Comps
= . Requirements: Remove Help menu from Start Menu
{4 All Settings d

At least Microsoft Windows 2000 =| Remove links and access to Windows Update

| Preferences

g ii‘_; User Configuration Description: Remaove Lngéﬁ.: on the Start Menu
= | Policies Removes the Help command from the Remove Music icon from Start Menu
Start menu. Remove Network Connections from Start Menu

| Software Settings
| windows Settings
| Administrative Temg
= [ Control Panel
| Add or Rem
| Display
| Printers
| Programs

Remove Network icon from Start Menin

This setting only aff Remove Help menu from Start Menu Properties
It does not remove

Windows Explorer a
users from running

2=

=]

Setting | Explain I Commert I

@ Remove Help menu from Start Menu

1 Regional an £~ Not Corfigured
| Desktop ' Enabled
| Network " Disabled

| shared Folders
| Start Menu and
7 System

Desktop and start menu settings:

e Remove Logoff from the start menu

File  Action Help

B EEEI ISR

) & Computer Configuration -l B Start Menu and Taskbar
= [ Policies

_J Snuf'tware Setl?ngs Remove Logoff on the Start Menu  _Setfing =
_| Windows Settings i=| Remove Documents icon from Start Menu

g4 n\t?lminish'ative Tem Remove Drag-and-drop context menus on the Start Menu
_| Control Panel .

Network Remove Favorites menu from Start Menu
J Networ Remove frequent programs list fram the Start Menu

- e R G link from Start M
| System emove Games link from Start Menu

~| Windows Comp

=i}

View

-

Display Properties

Requirements:
At least Microsoft Windows 2000

Description:

Removes the "Log Off <username>"
item from the Start menu and
prevents users from restoring it.

Remove Help menu from Start Menu
Remaove links and access to Windows Update
Remove Logoff on the Start Menu

Remove Music icon from Start Menu

) (4 All settings
_| Preferences

B 4% User Configuration
E= [ Policies

|
|
|
B

If you enable this settina. the | on OFf

pUEEREL SR Remove Logoff on the Start Menu Properties

the Start menu. This
removes the Display L Setting I Evplain I T I

Start Menu Options. £
users cannot restore
<username > item to ©

21x
Software Settings
Windows Settings
Administrative Temy

| Control Panel

Ef Remaove Logoff on the Start Menu

| Desktop
" Active Direc If you disable this set
| Desktop configure it, users car i~ Not Corffigured
= Logoff item to add an & Enabled
J. Metwork Log Off item. al
_| Shared Folders " Disabled

| Start Menu and
| System

This setting affects t+
only. It does not affe |

e Enable Windows automatic update

_| bnarea rolgers

| Start Menu and
| System
| windows Comp
14 All Settings

_| Preferences -

4 I L3

Windows from searching for updates.

If you disable or do not configure it,
Windows searches for updates and
automatically downloads them.

Mote: \

% Exten

Setting | Explain | Comment |

Ef Windows Automatic Updates

Prevent access to the command prompt
Restrict these programs from being launched from Help
Run only spedfied Windows applications

Windows Automatic Updates

Windows Automatic Updates Properties

21|

A i Nt Corfigured ! |
= & Enabled —
| " Disabled




Use a user account in OU11 to test the GPO setting on Win 7. Compare with the default domain
GPO, what are the effective settings implemented?

Compare with the default domain GPO, what are the effective settings implemented?

Compared to the default domain GPO we can see program and features since we enabled it in
the control panel. We cannot see any “documents” tab in the windows start menu. Help menu in
the start menu is enabled. When you click on the start menu and try to log off you do not see a
“log off” tab/option. Windows automatic update is enabled so an icon pops up stating automatic
updates are ready to be installed.

our account has time restrictions
later.

v|@ <« System and Security » Windows Update = [ 43| Search Control Pane!

Control Panel Home &

Windows Update
Check for updates
Change settings
o upibite ity @ Install updates for your computer
Restore hidden updates 4importantupdates | 3important updates

labl lected, 77.9 MB -
Updates: frequently asked stesvalals ;eﬁm;'l'é B
questions 2 optional updates g
are availzble

Most recent check for updates:  11/1/2011 at 6:27 PM

Secakn Updates were installed: 11/3/2011 at 6:44 PM.
View update history
Installed Updates You receive updates: For Windows only, W
£ Windows Anytime Upgrade
Get undates for nther Micrasoft nroduets. Find aut more.

N

[ l‘:i’ Getting Started

Switch user

Q{ Magnifier e Log off

Lock

> AllPrograms
Restart

[ search programs and fites Sleep

726PM |

" 12m2011




Task 9: Enable “Block Policy Inheritances" on grp50U2.
*grp50U2 block inheritance and grp5 default domain policy not enforced

&L File Action View Window Help

R EEIEERE =

B e e SRR
orest arpais. edu N .
3 & Domains Linked Group Policy Cbjects |E
=] Iﬁg grp5is375.edu Link Crder = GPC

(=% Grp5 Default Domain Pol

[=] Domain Controllers

|27 orpSis375.edu -

2] grps0UL -

i-.l Create a GPQ in this domain, and Link it here. ..
[=] grps0 o

5] OUfor@  Linkan Bxisting GPO

(% Group Blodk Inheritance

Explain what this means in your report.
The Block Policy inheritance option blocks Group Policy objects that apply higher in the Active Directory

hierarchy of domains, and organizational units. It doesn't block Group Policy objects if they have No
Override enabled.

Use a user account in OU2 to test the GPO setting on Win 7.

Compare with the default domain GPO, what are the effective settings implemented?

By applying the Block Policy Inheritance on GPO for OU2 it should be the same as the Grp5 Default
Domain Policy if enforced. If Grp5 Default Domain Policy is not enforced, the domain level GPO setting
will not take effect on grp50U2 as shown in the screen shots.

8 Windows 7 - 328 - Windows Vituel PC

Action = USB~  Tools~  ChieAiteDel @~
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Task 10: Configure “GPO for OU3”
e Under the Computer Configuration/Preferences/Control Panel Settings/Local Users and Groups:

e Create 2 user accounts, named Boston and Cambridge.
=la(x
File Action View Help
x| 7EOmo=» HE RO+ ¢t 3
|5 GPO for OU3 [arp5SRY.arp5is375.

Bl (¢ Local Users and Groups

Bl ] Preferences
] Windows Settings
E =] Control Panel Settings Processing i Create  Boston
EH Data Sources i Create Cambridge

2, Devices

W' Folder Options

4 Local Users and Gn
Network Options

Power Options
Printers

Scheduled Tasks
% Services
= #®, User Configuration
| Policies
| preferences Description

e Use the grp50U3user5 user account in OU3 to test the GPO setting on Win 7.

Compare with the default domain GPO, what are the effective settings implemented?

The effective settings implemented for grp50U3user5 are the same as the Grp5 Default Domain Policy,
except for first login, change the password.

st be ehanged biefore logging on ThE RIS

OK Cancel |

#. Windows 7 Professional

T cennpswnes

| Calculator
B cone
SR srisping Teo

il KPS Viewes

@ Feax and Scan
R
& e

b iiPregrms

% Windows 7 Professional




Task 11: Use security groups
* Make Grp5gloablgroupl a member of Grp5localgroupl.
* Make your Grp5gloablgroupl and Grp5gloablgroup2 members of Grp5localgroup?2.

¢ In your report, explain the scenarios when use of domain local groups, universal or global

groups is desirable.

-Domain Local Group: A security group that has the ability to contain universal, global, other domain local
groups from all domains in the forest. These groups can be granted rights and permissions of resources
on the same domain.

-Global Group: A group of users who can be granted rights and permissions, as well as, becoming
members of other local groups. These users must be part of the global group’s own domain.

-Universal Group: A security or distribution collection of users, other groups, and computers from any
domain located within its forest. This group can be given universal security rights and permissions for
resources within any domain in the forest.

¢ Logon to Win 7 VM as the local admin.
* Make the Grp5gloablgroup2 a member of the local Administrators group. And, make the
Grp5gloablgroupl a member of the local Power Users group.

& lusrmagr - [Local Users and Groups (Local)\Groups]
File Action View Help

& tusrmar - [Local Users and Groups (Local)\Groups]
File Action View Help

& Local Users and Groups (Local] || Name Deserition s 2B XEH=H

[l

7 Users :
— & Administrators Administrators have complete an... & Local Users and Groups (Local) || Name Pm— PO
s & Backup Operators Backup Operators can override se... Usere
= 2 Administrators Administrators have complete an.., Groups
¥ Cryptographic Operat... Members are authorized to perfor... " Graups Jf- s i d
8 Distributed COM Users _Members are allowed to launch, a. & C“ Hplpeon S S S More
Administrators Properties 7| [wE3a] 30| Power Users Properties [0 | wer Use
General | iz [ Generd | More
;}l Aot & a. Fower Users
o EN Sy
Hipe
Desoription Administrators have complete and unrestricted access BPe | Decrpon:  Power Users are included for backwards compatitity
to the computer/domain &p and possess limited administrative powers
Members i gf Members
. 2.
& fdmiristrator &u #2, GRP5IS375\Gp5GEobalGroup 1
&g =
53, GRP5IS375\DlocalGp 1
2, GRPSIS375\Domain Admins
$2, GRP5IS375'GlobalGroup 1
82, GRP5I5375\Gm5GlobalGroup2
2, GRP5IS378\UnivGrp 1
% 5-1-5-21-1849476305-4015761718-3538514166-1113
Changes to 3 user’s group membership l— Chang%;:t- auser’s Igmgw memhersgm
Remove are not effective urtil the next time the Add. Remove are not effective until the next time the:
[ ok | [ oo [ ey ][ Hew [ ok [ Cancl J[ ooy |[ e ]
I I

Explain the purpose.
Local Administrator Group Permissions: A local administrator is different from a domain administrator.
When authorized as a local administrator, you have administrative powers over the machine you are
working with. The authorized user has the ability to view all files and run and install programs on the
workstation. But if the user wanted to change domain wide settings they would need to log in using the
proper credentials.

Local Power User Permissions: Allows users to run legacy programs and change COM object registrations,
file associations, the Start menu, and install drivers for hardware devices.



Task 12: Control Resource Access

e Add Grp5localgroupl to the ACL of Grp5sharel. Give all permissions except Full Control. Also
give all share permissions.

e Don’t allow any other users to access this share.

Name =~ | -| Date modified | ~| Type | -] Size | | Tags 1=l
|| grpSshare1 47819041 4717 Dile Sl
] x|
grpSsharez
IPSNEEE sl | Sharing  Secutty | Pravious Versions | Custorizs |
e [
x
| Securityl

Object name:  C\project'\grpBshare1

Group or user names

£, CREATOR OWNER

1 82, SYSTEM

2, Administrators (GRP5IS 375"\ Administrators)

82 Grp5LocalGroup 1 (GRP5IS375\Gp5LocalGroup 1)
2, Users (GRPSIS375\Users)

A

Pemmissions for Grp5LocalGroup 1

Full cortrol

F Modfy

g Fead & execute

L List folder contents

Read

Leam about access control and

e =)

e Add Grp5localgroup?2 to the ACL of Grp5share2. Give only read and list folder contents
permissions. Give only read share permission.

e Don’t allow any other users to access this share.

grpSsharel 12/8/2011 12:23... File Folder
n anminiand 4 el
e x
General I Sharing  Securty | Previous Versions I Customize I
. |
3
€ Security |

Object name:  C\project‘\grp5share?

Group or user names:

52 CREATOR OWNER
1 2, 5YSTEM
F B2, Administrators (GRP5IS375\Administrators)
] QGrpE)LocaleupZ (GRP5IS3754Grp5LocalGroup?)
;‘?) Users (GRP5IS375\Users)
Add... | Remove |
Pemissions for GrpbLocalGroup2 Allow Deny
Mody O O -
E Read & execute O O
. List folder contents O
1 Read O
__ Write O O ﬂ

¢ Can a group policy be assigned to a domain local group? What about a Global group?
- Yes, Group policy can be configured to affect all users on a computer or all users within a domain.
If the domain local or global group exists within the same domain, then their permissions to
control network resources can be restricted by the group policy.

* What is the Full Control mean in the folder permissions?

- Granting a user full control in the folder permissions allows them to read, write, change, and
delete files and subfolders



Task 13: Task: Delegate the Administrative Responsibilities
e For each OU, delegate the following administrative responsibility to the first two users (Grp50U&
userl & Grp50U user2):

* Create, delete and manage users accounts

* Reset passwords on all user accounts

* Create, delete and manage groups

i

File Action View Help

&= falfaXE = HE

o+ Roles
= % ﬁ Active Directory Domain I‘{gme Type . BT I UL °
= : Active Directory Use 2] grp50U1l Organizational ... More Actions 3
D o opssitseds | || B opsoUusers User
| Builtin S,grpSDU:luserZ User
| Computers S)grDSOU:luseﬂ User
=1 poman con | o e £
| ForeignSecL S)QI
o grpSis375.e Users or Groups
= [Z] grpsoul Select one or more users or groups to whom you want to delegate control ‘uJ
2 grpsou
3| grpsouU2
21 arps0OU3 Selected ugers and groups:
2 OUforGroup & grpB0UTuserT {grp50 U user1 @grpSis 375.2du)
71 Users !. ap50UTuser2 {gp5s0 U luser2@gm5is375.edu)
[ Active Diractory Site
=1 Eifh DHCP Server
= 8 grp5Ssrv.grpSis375.6
ERCRRE:
=1 771 Scnna 107

Delegation of Control Wizard =

Tasks to Delegate I
You can select common tasks or customize your own. ‘IL

¥ Delegate the following common tasks:

Create, delete, and manage user accounts -

Reset user passwords and force password change at next logon

O Read all user information

Create, delete and manage groups

O Madify the membership of a group

O Manage Group Policy links

[0 Generate Resultant Set of Palicy (Planning) [ _ILI
»

|

" Create a custom task to delegate

< Back Next > Cancel | Hep |

» Record your steps in completing this task in your project report.
. Go to Server Manager,

. Find your OU folder,

. Right click in the folder and select Delegate Control,

. Add the users you want to delegate responsibilities,

. Click Next,

. Select the tasks,

. Click Finish.

~NoO ks N

Task 14: Create Roaming Profiles

e Create a roaming profile for each of the 5 users in OU3. You may create a folder named C: | Profiles
and given write/modify to domain users. Under this folder, each user will have a separate folder to
contain the profile files.




* Record your steps of completing this task in your report.
1. In Window’s server open Start menu and go to Computer. Click on C:
While in C: create a new folder and name it profiles.
Right Click, on Profiles and go to Properties.
Under the Sharing tab click advanced sharing > share this folder > permissions > and click add.
Enter the name of the OU for the users you are authorizing and check the boxes read and change.
Click -> Ok -> Ok -> Close.
Under Start -> Administrative Tools -> Active Directory Users & Computers.
Click on grp5is375.edu3-> grp50U3 ->User Properties -> Profile Tab
In the Profile Path text box type: \\grp5SRV \Profiles\grp50U3userl and so forth ..
10 Repeat step 9 for each user in the OU

© 0N U AW

As a network administrator, can you view the content of each user’s profile folder?
As an administrator, you have full access to view the files in this shared folder.

Task 15: Set up Web Server
e Add Web Server Role to your PDC using Server Manager. Attach a SS to show this is successful in your

repo rt.
Add Roles Wizard

EE}' Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

Web Server (II5) ~ Web Server (IIS) 'ZQ' Installation succeeded

Role Services The following role services were installed:
Web Server
Common HTTP Features
Progress Static Content
el Document
Directory Browsing
HTTP Errors
Health and Diagnostics
HTTP Logging
Request Monitor
Security
Request Filtering
Performance
Static Content Compression
Management Tools
115 Management Console

|»

Confirmation

#! Windows Process Activation Service i@' Installation succeeded -

The following features were installed:
Process Model LI

Print, e-mail, or save the installation report

| Close I Cancel |

o
il
m
o

e For each of your web site including VD, you must have at least 1 sample html file as your default
home page.

15.1 Default Web Site

e Name it grp5Blugold and create a host record for it on your DNS server.

e Then create two Virtual Directories (VD) with an alias name of Grp5web1 and Grp5web?2
respectively.



S Server Manager (GRPSSRY) Internet Information Servic

= i’* Roles

= Active Directory Domain Sery @@ _E:I F GRP35ER\
| DHCP Server

@ £ ot server | Comections
[ =7 File Services &, H |2=| |&

[# Print Services |pq.j Start Page

El |5 Web Server (115) g .
m In tn tion Ser ﬂ GRP&SRY (GRPEIS375\Admini

+ [+

[+

Features """ Q Application Pools
- (@] Site

Diagnostics = ll_;-és __—

Configuration ¥ grpabiugo

Storage (%) GrpSweb1l

[#l-5 | GrpSweb2

e Configure your virtual directory so that the folder cannot be browsed on a browser.
/2 1IS 7.0 Detailed Error - 403.14 - Forbidden - Windows Internet Explorer

m hd |g, http://192. 168. 100, 1/grpSweb1/ j |E| |E| ILi'\.—'E Search
Wk (€& 115 7.0 Detailed Error - 403.14 - Forbidden ﬁ - - @ |

Server Error in Application "GRP5BLUGOLD"

Internet Infor|

* Under what circumstances a virtual directory may be desirable?

A virtual directory is a friendly name, or alias, either for a physical directory on your server hard
drive that does not reside in the home directory, or for the home directory on another computer.
Because an alias is usually shorter than the path of the physical directory, it is more convenient
for users to type. The use of aliases is also secure because users do not know where your files are
physically located on the server and therefore cannot use that information to modify your files.
Aliases also make it easier for you to move directories in your site. Rather than changing the URL
for the directory, you change the mapping between the alias and the physical location of the
directory.

15.2 Create a second webs site on your server

e Create another web site on your server. Configure the TCP port to be 10000.

To create another website we disabled the Don't run specified programs in order to use notepad
and create a html file to test what happens when you access random website if you don't include
port 10000
€--H| |8

-4 Start Page
=95 GRPSSRY (GRPSIS375\A
o Q Application Pools
-/ a]| Sites
E@ grp5Blugold
! _;_:l GrpSweb1
1| GrpSweb2

_;_‘j randomweb



E Group Policy Management Editor

File Acton View Help

LB EEEN ISR

Z[ Grp5 Default Domain Policy [arp5sk
[El & Computer Configuration

‘:‘ Policies Don't run specified Windows _Setting
=] Preferences. applications [ Driver Installation
a4 Iy;]e;clfarjﬁgurahon . . | ] Folder Redirection
= olees ) Display Properties ] Group Policy
] software Settings - L
[ Windows Settings Requirements: [ Internet Communication Management
. At least Mi ft Wind 2000 ] i
B [ Administrative Templat east Microso indows %Loale Services
| Control Panel Description: | Logon
|| Desktop Prevents Windows from running the -:‘ Performance Control Fanel
7] Metwork programs you spedfy in this setting. [ Power Management
- | Removable Storage Access
‘:‘ Shared Folders If you enable this setting, users % . g
-:l Start Menu and Ta! | cannot run programs that you add to - Scripts
| system the list of disallowed applications. [ User Profiles
] windows Compone TH ) | & [ windows HotStart
_Tu All Settings is setting only prevents users from i=| Download missing COM components

running programs that are started by
the Windows Explorer process. It
does not prevent users from running
programs, such as Task Manager,
that are started by the system
process or by ather processes. Also,
if you permit users to gain access to Prevent access to the command prompt
the command prompt, Cmd.exe, this |i=] Prevent access to registry editing toals
setting does not prevent them from - g
starting programs in the command . Don't run spedfied W applications
window that they are not permitted || Run only spedfied Windows applications

to start by using “"‘,‘fir!d"f"ﬁ E::plorelr. |i=| Windows Automatic Updates

] Preferences Century interpretation for Year 2000
i=| Restrict these programs from being launched from Help
i| Don't display the Getting Started welcome screen at logon

iz| Custom User Interface

random\index.html - Windows Internet Explorer

=101

* What happens when you access this web site if you don’t include the port number in your URL?
If you don't type the :10000 the website would resolve to port 80 as a http port default. So in
order to open the random website we should type "https://192.168.100.1:10000/

Task 16: Set up DFS
e Refers to Activity 7-10 on Page 279 to add File Service and DFS role to your PDC. Using the
following settings:
e DFS namespace: grp5DFS
e Type of Namespace: Domain-based
e Create 2 notepad files (dfs1.txt and dfs2.txt ) within this grp5DFS folder on your C: drive.
e Where is grp5DFS located? Capture a SS.
Computer > Local Disk (C:) > DfsRoots > grp5DFS

U@ - Iﬁ C:Yrandom'jndex. himl j |E| |E| ILive Search |P '|
v @ 22|+ | @vre aosadr... | @nsy & C:randomiin... X 3 - B - o= - |hPage - jTools - 7




@5‘ :w | + Computer - Local Disk (C:) - DfsRoots = grpSDFS

File Edit WView Tools Help

Organize * 35 Views =
Favorite Links MName = I"I Date modified I"I Type
- || dfsi 12/3/2011 3:57PM  Text Document
\:| Documents ldfs2 12/9/2011 3:57PM  Text Document

¢ In your report, explain why a domain-based DFS may be desirable to an enterprise network.
Benefits of domain-based DFS:

e Links together shared folders on different servers so they are organized to work as a
single hard disk.

e Simplifies the transferring of data from one file server to another.

e High performance file servers can be deployed and used in new servers under existing
namespaces.

e (Can create multiple large namespaces without having to add more file servers to host.

e Has the ability to load share by mapping shared folders on different file servers.

e When a client wants to access a target, the information about the transaction is recorded
on the client.

e |f using Microsoft, you can enable the Offline Files feature for support.

e Administrators have the ability to do preventive maintenance, repair links, and upgrade
servers.

e  When using Window’s 2000 DFS supports dynamic site discovery.
e Existing NTFS and share permissions on the links provide security for DFS namespaces.

[ Administrator: Command Prompt

Microsoft Windows [Uersion 6.8.68811
Copyright {(c> 2886 Microsoft Corporation. All rights reserved.

C:vUserssAdministrator>md “c:\78642°Chapter ?CLI_Share"

C:sUserssAdministrator>net share CLIShare=""c:\7?8642~Chapter ?CLI_Share'
CLIShare was shared successfully.

C:slUserssAdministrator>

¢ On PDC, modify the namespace by creating a new folder named grp5SC-share, link it to your
\\ServerCore \SCSharel folder.



ndows Server 2008 - 32 =] |
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Action + UsE ~ Tools - Crh+-al+Del @ -

E, Server Manager
File Action View Help
& | 2[m]
% Server Manager (GRP5SRV) % & main m | Actions
i myservercore __________________________________________________________m=k/N
Active D —
| DHCP Se k)ev Lﬁg = Network = myservercore = - @J ISaalch IQJ

DNS Ser
E%F\IeServ Ele Edit View Tools Help

=1 ] Shar Organize » |3 Views v . Search Active Directory &+ Nebwork and Sharing Center @
M
§ : Favorite Links teme |- rvpe |l e LA
=] "g DFS A NewData Share this is the NewData Share »
ERY E Documents 4 scsharel Share this is the server core shared folder
S Pictures 58 Printers System Folder Add or remove printers, view or mana...
_ Music
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= Print Ser

W Wieb ser [ Searches
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i
123 Storage
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e On your W7, test the DFS by mapping a local drive W: to your grp5DFS share.
e Capture a SS to show the share contained in W:
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Tools = Ctri-al+Del

[ » Computer » grpSDFS (\grpsis375.edu) (W:) » - [

Organize = New folder

o Name Date modified
[ Favorites

B Desktop [ grpSSC-share 2/9 M File folder
& Downloads | dfsit Text Document
=] Recent Places [ dfs2bt g M Text Document

4 Libraries
%) Documents
o Music
=/ Pictures

B videos
18 Computer

€ Network

3 items Offline status: Online
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File Edit Wiew Tools Help
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|- Documents -
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Task 17: On your PDC, block image files to be stored on your server, using FSRM.
 Refer to Activity 7-17 on page 290 for instructions.
e Attach a SS like Figure 7-16, and a SS like Figure 7-17.

Destination Folder Access Denied

You need permission to perform this act

=

offline

ion

Date created: 12,/9/2011 4:59 PM

Try Again I

Cancel

Xl

ﬂ Event Properties - Event 8215, SRMSVC

General | Details |

Log Mame: Application
Source: SRMSVC
Event ID: 8215

Level: Warning
User M/A
OpCode:

Maore Information:  Event Log Online Help

Legged:

Task Category:

Keywords:

Computer:

The system detected that user GRP5IS375VAdministrator attempted to save CAT0642\Chapter 7
Woffling' Mew Bitmap Image.bmp on CA70642 Chapter Thoffline on server GRPSSRV. This file
matches the "Image Files” file group which is not permitted on the systern.,

127972011 5:00:25 PM
Mone

Classic
grp55RY.grp5is375.edu

e |+

Copy |

Task 18: On your Win 7, View effective GPOs Implementations Results.

Use the GPResult.exe /R utility.

Close |

* View effective GPOs implemented on your XP client station, with a user account from OU2.
Using the > switch to redirect the output to a notepad file named OU2GPO.
¢ View effective GPOs implemented on your XP client station, with a user account from OU1.
Using the > switch to redirect the output to a notepad file named OU1GPO.
¢ Include the results in your project report as an appendix.



B CAWindows\system32homd. exe

Microzoft Windows [Uerszion 6.1.760A1]
Copyright (c> 20079 Microsoft Corporation. All rights reserved.

Cisllzerssgrp50U02userd .GRPSIS3?5 gpresult.exe A1 » desktop~OUZGPO
Cisllzerssgrp5002userd .GRPSIS3I?5 >

OU2GPO
Action = USE « Tools = Ctrl+Alt+Del @ -

| OU2GPO - Notepad =] e ]

File Edit Format View Help

microsoft (R) windows (R) oOperating System Group Policy Result tool vZ.0
Copyright (C) Microsoft Corp. 1981-2001

Created on 12/9/2011 at 5:25:10 PM

RS0P data for GRPSIS375%grp50U2userl on BEA-PC : Logging Mode

05 configuration: mMember workstation

05 Version: 6.1.7600

Site Name: N/A

Roaming Profile: N/ A

Local Profile: C:h\Usersigrp50U2userl. GRP5IS37S
connected over a slow 1ink?: No

USER SETTINGS|

CN=grp50U2userl,0U=grp50U2,DC=grp5i5375, DC=edu
Last time Group Policy was applied: 12/9/2011 at 5:24:40 PM

Group Policy was aquied from: grpSSRV. grp5is375. edu
Group Policy slow link threshold: 500 kbps

pomain Name: GRPS5IS375

Domain Type: Windows 2000

m

Applied Group Policy objects

Grps pefault Domain Policy

The following GPOs were not applied because they were filtered out
Local Group Policy
Filtering: Not applied (Empty)

The user is a part of the following security groups
pomain Users
Everyone
BUILTINYUsers
BUILTIN'POwer Users
NT AUTHORITY'INTERACTIVE
CONSOLE LOGON
NT AUTHORITY“Authenticated Users
This organization
LOCAL
Grp5Globaleroupl
GrpsLocalGroup2
Grp5SLocalGroupl
Medium PTus Mandatory Level

[Gre -~ o (m]o




OU1GPO

v i R ===

Action = USE = Tools = Ctrl+Alt+Del |

| Eile Edit Format View Help

Microsoft (R) windows (R) Operating System Group Policy Result tool v2.0
lcopyr'ight (C) microsoft Corp. 1981-2001

Created On 12,/9/2011 at 5:18:52 PM I

rRSOP data for GRPS5IS375\.grp50uUluserl on BEA-PC : Logging Mode

05 configuration: Member Workstation
llos wversion: 6.1.7600
|site Name: N/A

roaming Profile: N/A

Local pProfile: C:%Users\grp50Uluserl.GRP5IS375

Connected over a slow 1ink?: No

l|USER SETTINGS
CN=grp50U1user1,0U=grp50u1,Dc=g|,]rp5'is3?5,DC=edu
Last time Group Policy was applied: 12/9/2011 at 5:17:48 PM
Group Policy was aﬁ:p'l'ied from: grp5sRV. grp5is375. edu
Group Policy slow link threshold: 500 kbps

I Domain Name: GRP5IS375
Domain Type: wWindows 2000

Applied Group Policy Objects

Grp5 pefault pomain Policy
GPO for oul

The following GPOs were not applied because they were filtered out

Local Group Policy
Filtering: Not Applied (Empty)

i The user is a part of the following security groups
Ll Domain Users
Everyone
! BUILTIN‘\Users
BUILTIN'POwer Users
NT AUTHORITY'\INTERACTIVE
CONSOLE LOGON
NT AUTHORITY‘\Authenticated Users
This organization
LOCAL
Grp53GlobalGroupl
Ll Medium PTus Mandatory Level

5:28 PM
12/9/2011
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